Case 1: Insecure Communication

Sensitive Data Exposure

1. Open the application and login as shown in the snapshot below:

Welcome to

e e e o wge g o

Agriculture test

2. Intercept the request using proxy and we get the original password is in
plaintext as shown in the snapshot below:

m |n Request to hitps:/apitest.sewadwaar.rajasthan.gov.in:443 [10.58.122.64]

{ Forward J l Drop J [ Intercept snnw l Action J Comme:

Raw | Params | Headers | Hex

POST Japp/live/Agriculture/Staging/ifarm/Service/Mobiledipp/Service?elient id=9d97bfl%-ellc-4eB85-a036-1lecbdd4Bdecel HTTR/L. L

Host: apitest.sewadwaar.rajasthan. gov.in

Comnection: close

Content-Length: 302

Accept: application/json, text/plain, */*

Origin: hrep://localhost

User-Agent: Mozilla/5.0 iLinux; Android 5.0; Custom Build/LEXZ1M) AppleWebKit/537.3& (FHTML, like Gecko) Version/4.0 Chrome/37.0.0.0
Safari/537.38

Content-Type: application/json
Deferer: http://localhost/login
Accept-Encoding: gzip, deflate

Internal Password trvaelling In Plaintext

Accept-Language: en-US
¥-Pequested-With: com.risl.capital
{"obj":{"usrnn rajkizan", "psw rajkizan@ll3", "srvnm": "rajagrige”, "srvmethodnm": "Getuserdetails", "srvparam": " {\"
713 1VnlzaclIT+Bod7dpyhHF1PIRI="", " "pwd " : \ "Zt ThogEwpDDAjtMalk gwlZollsr EZT0ATYqLT PESDRGyy+ quinwo+BL 0 xMyiE fvIlxEJsTwlul opSacli<lk L
Krzk¥/032J9VT1TIVETeg==""}"}}

idh": % "B/vh0atkOunG
=£@7

Original Password is Encrypted




Note:

1. Password should be in Salted Hashing for Login Form.

2. Password should be in Basic Hashing in Registration or Change Password
Forms.

3. Packets can be captured through Wireshark and alike tools.

Solution:

I. Sensitive data should be kept encrypted within the database and it should never
reflect within the web application interface.
II. Don't store sensitive data unnecessarily. Discard it as soon as possible.
III. Ensure strong standard algorithms and strong keys are used, and proper key
management is in place.
Iv. At Login page, the password should be strongly encrypted using salted hashing
before traversing into the LAN. Use pure hashing where application generates a

new password for the users.

Case 2: Security Misconfiguration

1. Open the application as shown in the snapshot below:

Case: Technology version Disclosure



Agriculture Gapital Investment Approved Applications

UDate -

Application Mo:-

*a Applicant Mame:- Deepiion Ve

2. Intercept the response using proxy and we can observe that Server Banner

version gets disclosed as shown in the snapshot below:

Cancel

Le J

Request

ETIIET

Raw | Params | Headers | Hex

Target: http: pi gov.in

Response

Raw | Headers | Hex

POST
Japp/live/Agriculture/Staging/ifarn/Service/Mobilehpp/Service?el
ient_id=5d497bfl9-ellc-4eB85-al36-1lecS5dd4Bdecel HTTR/L. 1

Host: apitest.sewadwaar.rajasthan. gov.in

Commection: close

Content-Length: 7770

Aocept: application/json, text/plain, */*

Origin: http://localhost

User-Agent: Mozilla/5.0 (Linux; Android 5.0; Custom
Euild/LEXZ1M) AppleWebFit/537.3& (FHTHL, like Gecko)
Version/4.0 Chrome/37.0.0.0 Safari/537.38

Content-Type: application/json

Referer:

http://localhost fupload-docunent ;capitalInvestnentId=13;applicat
ionllo=REAMESZFCISZFZ0Z0%2F000L0

Accept-Encoding: gzip, deflate

Accept-Langquage: en-US

M-Requested-With: com.risl.capital

srvmm": "Uploadl

{"obhj

"usrmm": "rajkisan","psw':"rajkisan@lZ

mage", "srvmethodmm" : "UploadInage", "srvparam”: Mobileippllame

"imametiyme’ "]

"CapitalInrestment® " "ApmlicationTdi -]

& HTTP/Ll.1 200 0K
H-Backside-Transport: 0K 0K

Server: Apach oyotesl. 1
H-Original-HITP-Status-Code: 200

Cache-Control: private

H-MEE-Protection: 1; mode=bhlock
H-Content-Type-Options: nosniff

H-Frame-Options: DENT

Date: Tue, 21 Jul 2020 11:57:21 GMT

Content-Type: text/html; charset=utf-8
¥-Global-Transaction-ID: 031e£5775£16d8310Eb30e82
Access-Control-Expose-Headers: APIm-Debug-Trans-Id,
¥-Ratelimit-Limit, ¥-Ratelimit-Pemaining, ¥-RateLimic-Reset,
¥-Global-Transaction-ID
Access-Control-Allow-Origin: http://localhost
Aecess-Control-Allow-Methods: POST
Access-Control-Allow-Credentials: true
¥-Ratelimit-Limit: name=rate-limit,100;
¥-Ratelimit-Remaining: name=rate-limit,6 2&;
Content-Length: &6




Solution:

Technology version Disclosure
Server information and version and other technologies used in application should not be
disclosed in the response, it should be hidden.

I. Application should make secure to prevent revealing of any kind of error and
Hardening process should be carried out periodically.

Case 3: Unsafe Permission Requested

1. Using APK tool, find out the package name of the application; secondly export the
components that can be accessed by other applications. Decompile .apk file using apktool then open
up the AndroidManifest.xml file.

o Look for android: WRITE_EXTERNAL_STORAGE permission is declared in Android Manifest
file. Please refer the screenshot

le?xml version="1.0" encoding="ntf-8" standalone="no"?><manifest xmlns:android="http://schemas.an
<supports-screens android:anyDensity="true" android:largeScreens="troe" andgafd:normalScreen
<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission.WRITE EXTERNAL STORAGE"/>
<uses-permission android:iname="android.permission.ACCESS COARSE LOCATION"/:
<uses-permission androi :ane=“android.permissjon.ACCESS_FINE_LOCATIDN”/>
<uses-feature android:name="android.hardware.location.gps"/>
0 <application android:allowBackup="false" android:debuggable="trme" android:hardwarelccelerat
f <activity android:configChanges="keyboard|keyboardHidden|locale|orientation|screenlayont
f <intent-filter android:label="@string/launcher name">
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category. LAUNCHER" />
</intent-filter>
<factivity>

Solution: Perform input validation when handling data from external storage as you
would with data from any untrusted source. Do not store executables or class files on
external storage prior to dynamic loading. If the app does retrieve executable files from
external storage, the files should be signed and cryptographically verified prior to
dynamic loading.



Case 4: Insufficient Authorization

1. Open the application and login with valid user and go to Action as shown in the
snapshot below:

Agriculture Capital Investment Approved Applications o \.:.-
Apphcation Mo:-
7 Applicant Mame:- Deegiin Vemma
Dabe -- 2 23732 Pk " ACTION

2. Intercept the server request and as you can see the request is properly submitted
and image is uploaded as shown in the snapshot below:



Go Cance <|r > Target: hitps:/iapitest.sewadwaar. than.gov.in

Request Response

Raw | Params | Headers | Hex

POST ‘A HTTP/1.1 200 OK
Japp/live/hgriculture/Staging/ifarm/Service/Mobiledpp/Service?ol r\ H-Backside-Transport: 0K 0K
ient_id=5d97hfl5-ellc-4eB85-a036-1lccbdd48deceh HITP/L.1 Connection: close
Host: apitest. sewadwaar. rajasthan. gov.in Server: Apache-Coyote/l.1
Commection: close H-Original-HTTP-Status-Code: 200
Content-Length: 7770 Cache-Control: private
Accept: application/json, text/plain, */* H-¥EE-Protection: 1; mode=block
Origin: http://localhost H-Content-Type-Options: nosniff
User-Agent: Mozilla/5.0 (Linux; Android 5.0; Custom ¥-Frame-Options: DENY
Euild/LEXZ1M) AppleWebKit/537.36 (FKHIML, like Gecko) Date: Tue, 21 Jul 2020 11:56:01 GHMT
Version/4.0 Chrome/37.0.0.0 Safari/537.3€ Content-Type: text/html; charset=utf-o
Content-Type: application/json H-Global-Transaction-ID: 031e£5775£16dTel0EL30792
Referer: Access-Control-Expose-Headers: APIm-Debug-Trans-Id,
http://localhost/upload-document ; capitalInvestment Id=13;applicat H-RatelLimit-Limit, X¥-Ratelimit-Remaining, X-Ratelimit-Reset,
ionllo=REAMEYZFCI$ZF20Z0%2F00010 ¥-CGlobal-Transaction-ID
Accept-Encoding: gzip, deflate Access-Control-Allow-Origin: http://localhost
Accept-Language: en-U3S Access-Control-Allow-Methods: POST
¥-Pequested-With: com.risl. capital Access-Control-Allow-Credentials: true
H-Ratelimit-Limit: name=rate-limit, 100;

{"obj": {"usrnm": "rajkisan",K "psw":"rajkisan@lI3", "srvmn": "Uploadl H-Ratelimit-Bemaining: name=rate-limit, Z28;
mage" , "srvmethodnm" : "UploadInage”, "srvparan”: " { "HobileApplame’, " Content-Length: &8

"CapitalInvestment’ ", "ApplicationIdy":""13%",  "imagetype'":1,

"imagebase£4\": "\ "data:image/jpeqg;base€d, /9] /4AA0EREIRgABAQARACA [{ "message" : "success", "status":"0", "data": "Successfully
EAAD/ZwBDAFAIPEYBMIBGUUZAVVE felliCeGEuePWwuZHL/ //// /1 1/ FFF11FFTfS Updated"}]
SILIIIIILIEEEEEEdddddddddddddddy/ 2wBDAVValinhpetuCquv/// /1717777
SIEEEISEEETTEEETEE LT LTI EEP A EEPAERF PRI PET TS Pabh
RCAHhoADASTAALWEEAXER/BQAHwAAAUBAQEBAQEAAAAAAARAMARCAWOFEqeICTD b

3. Now logout from the application and repeat the request and the same page will
be displayed as shown in the snapshot below:

A AL
Go >|r Target: https:iapitest. sewadwaar.rajasthan.gov.in
Welcome to Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST |l HITP/L.1 200 0K
fapp/live/Agrieulture/Staging/ifarn/Service/MobileApp/Service?el | ®-Backside-Transport: OK 0K

e o and o e g ient_id=3d97bflS-ellc-4e85-a03&-lcesddBdecEb HTTP/1.1 Connection: close
Host: apitest.sewadvaar.rajasthan.gov.in Server: Apache-Covete/l.1
Connection: close #-Original-HITP-Status-Code: 200

m Content-Length: 7770 Cache-Control: private

Accept: application/json, text/plain, */* X-¥SS-Pretection: 1; mode=block

W Origin: heep://localhost ¥-Content-Type-Oprions: nosnifi
User-Agent: Mozilla/5.0 (Linux; Android §.0; Custom ¥-Frame-Options: DENY
Build/LEXC1M) AppleWebKit./537.3& (FHTML, like Gecko) Date: Tue, 71 Jul 2020 11:87:71 GMT
Version/4. 0 Chrome/37.0.0.0 Safari/537 36 Content-Type: text/htnl; charssc=utf-g
Comtent-Type: application/ison H-Global-Transaction-ID: 031e65775f16483106h30e82
Deferer: Access-Control-Expose-Headers: APIm-Debug-Trans-Td,
http: //1localhost/upload-docunent jeapital Investment1d=13;applicat X-Ratelimit-Limit, ¥-Ratelimit-Remaining, X-Batelimit-Reset,
ionlle=RSANBS 2FCT3 2F202042700010 ¥-Global-Transaction-ID
Accept-Encoding: gzip, deflate Access-Control-Allow-Origin: http://lecalhost
Accept-Language: en-US Access-Control-Allow-Nethods: POST
¥-Requested-With: com.risl capital Access-Control-Allow-Credentials: true

¥-Ratelimic-Limit: namesrate-linit,l00;

{"ob3": {"usrnn': "rajkisan’, "psw": "rajkisan@lZ3", "srvon': "Uploadl X-Ratelimit-Pemaining: name=rate-limit,Z6;
mage","srvmethodnn®: "UploadInage”, "srvparam”: " { "MobileAppName' " Content-Length: &6
s\ "Capital " applicsciond s 1300, ",
"imagehaseEdl':\"daca: inage/3 /93 4AR0SHZTRABATARAL [{'message": "success", "status":"0", "data’: "Successfully
EAAD/2vEDAFAZDETEII] LILIEIPEITEIE R EEY Vpdated"|]
FEFILIEIEEETELETDFTEFETE L F 1 FuBDANY ainhpetuCauu/ /11114 F 1T
L O o

Access token is still active after logout

Solution:

I. Due to offline usage requirements, mobile apps may be required to perform local

authentication or authorization checks within the mobile app's code. If this is the



II.
I1I.

case, developers should instrument local integrity checks within their code to detect
any unauthorized code changes.

Password and PIN should be salted and validated against each login attempt.
Mobile applications must use strong credentials when accessing sensitive data. The

authentication should reflect the user not the device.

Case 5: Security Decision via Untrusted inputs

Case I: Debuggable

Using APK tool, find out the package name of the application; secondly export the
components that can be accessed by other applications. Decompile .apk file using
apktool then open up the AndroidManifest.xml file.

Look for android: debuggable value in the AndroidManifest.xml file, which
turned out to be true. Please refer the screenshot

="ntf-8" standalone="no"?><manifest xr?‘.'_.“.s:a:'.d:'oid=”http:,f,"schemas.android.com,’apk,frej

H<?xml version="1.0" encodi
<£Supports-screens an ensity="troe" android:largeScreens="true" android:normalScreens="trume" android)
<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission androidiname="android.permission.WRITE EXTERNAL STORAGE"/>
<uses-permission a.“.d:::ui:i::'.ar".r:=”androici.pem:’lss:’lon.ACCESS_COARSE_LOCATION",-":>
<uses-permission a:d:o'_:i::ar.e="a.ndr01d.permiss:’lon.ACCESS_FINE_LOCATION";’}
<uzes-feature android:name="android.hardware.location.gps"/>

roid:anyi

H <application android:all n'Eec:k""=“fa.lse"|a:‘.d::nid:dik:'_:ccab'_r:=”tme“ android:hardwarelccelerated="troe" androi
H <activity android:config ges="keyboard|keyboardHidden|locale|orientation|screenlayount|screenSize|smal
H <intent-filter a::d:::u'.d:_abl:—'_=“@string,"la.uncher‘_na.me“}

<action andr
<category ar
- <fintent-filter:
- </factivity>

diname="android.intent.action.MAIN"/>
-oidiname="android.intent.category. LAUNCHER" />

H <provider android:authorities="com.risl.capital.provider" android:exported="false" android:grantUriPermi

Note: Kindly define android:debuggable=false

Solution:

Case I: Debuggable

This is considered a security issue because people could backup your app via ADB

and then get private data of your app into their PC.

It is recommended that the value of android: debuggable must be false.


https://en.wikipedia.org/wiki/Android_Debug_Bridge#Android_Debug_Bridge

Case 6: Restrict the user attempt

1. In login user can do brute forcing as shown in the screenshot below:

Welcome to

e et e o e g o

Solution:
1. User should be block after five wrong attempts.

2. Captcha should be implement on login page.



Case 7: OPTIONS Method Enabled

1. Open the application as shown in the snapshot below:

-

Please wait...

Now intercept the request and send to repeater after that replace the http
method GET to OPTIONS as shown in the snapshot below:

/app/live/hgriculture/Staging/ifarn/Service/Mobiledpp/Servicetel
ient_id=9d497hfl15-2"1c-4285-a036-1ccbd4B8decEb HITE/L 1

Host: apitest.sewadwaar.rajasthan.gov.in
Commection: close
Content-Length: 7750
Aceept: application/json, text/plain, */*

Origin: http://localhost

User-Agent: Mozillays5.0 (Limax; Android 5.0; Custom
Build/LEXZ1M) AppleWebKit/537.3& (FHTIL, like Gecko)
Version/4.0 Chrowme/37.0.0.0 Safari/E27.38
Content-Type: application/json

Referer:
http://localhost/upload-document ; capitalInvestmentId=13; applicat
ionllo=REAME%ZFCI$ZFZ0Z0%2F000L0

Accept-Encoding: geip, deflate

en-US

com.risl.capital

Accept-Language:
K-Regquested-With:

["bi": ("usrom":"rajlkisan’, "psw": "rajkisanfli3", "srvnw': "Uploadl

mage", "srvmethodmu’ - "Uploadimage”, "srvparam’: " { ' "MobileApplame’, "

{ Go J Cancel { < v J l > J Target: https:ilapif gov.in L’J
Request Response

Raw | Params | Headers Raw | Headers | Hex
OPTIONS A | HITD/L L 200 0K |

¥-Backside-Transport: 0K O
Comnection: close
Content-Type: application/json

Date: Tue, Z1 Jul 2020 08:38:I1 GMT

H-Global-Transaction-ID: 031e£5775£16a57dA03623521

Accept: application/json, text/plain, */*

Origin: http://localhost

User-Agent: IBEM-APIConnect/5.0

Referer:

http://localhost/upload-document ;capitalInvestment Id=13;applicat
ionWo=RSAMB: ZFCI#2F2020%8CF00010

| Accept-Encoding: gzip, deflate

en-13
com.risl.capital

Accept-Languadge:
¥-Requested-With:
Via: 1.1 AghidPOlMofo-

H-Client-IP: 172.24.148.233

Access-Control-Expose-Headers: APIm-Debug-Trans-Id,
X¥-Ratelimit-Limit, ¥-Ratelimit-Remaining, ®-Ratelimit-Beset,
¥-Clobal-Transaction-1D

Arcess-Control-Allow-Origin: http://localhost

Solution: Disable unnecessary allowed (OPTIONS) methods in the application.
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